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Microsoft TV Test

by John Williams

Microsoft has developed a TV middleware platform called Mediaroom that focuses upon Internet
Protocol (IP) video services offering significant enhancements in delivered quality compared to networks
that do not use their middleware. These enhancements include content control through embedded
digital rights management (DRM) and encrypted content, reduced channel change times, and robust
error recovery mechanisms. JDSU has developed specific test support for service providers using
Mediaroom-based networks. While Mediaroom has now been extended to work with and through other
devices, including Windows computers, compatible smart phones, and the Xbox 360, this application
note deals only with IPTV service delivered to typical residential subscribers using set top boxes (STBs)
and a TV display device.

Technology Background

The JDSU Microsoft TV (MSTV) Test Suite analyzes two significant portions of Mediaroom: instant
channel change (ICC) and Reliable User Datagram Protocol (R-UDP), the error recovery mechanism.
Both of these elements involve a software client in a STB that can communicate with Distribution Servers
(D-Servers) located in the network, typically in video serving offices at the network edge.

In order to analyze the unicast flows that make up the ICC and R-UDP elements of Mediaroom, the
tester must be in a Monitor mode so that it can “observe” the unicast flows as well as the associated
signaling. However, the tester can work in a Terminate mode and join multicast video programmingina
Mediaroom network conducting the normal broadcast IP video analysis.

ICC Technology

While the Microsoft system uses the basic Internet Group Management Protocol (IGMP) leave/join
protocol to change channels, an additional operation has been added so that a D-Server specifically
paired with an STB client becomes part of the process and can burst a unicast stream to the STB carrying a
segment of the target channel’s data flow, thus filling the STB decode buffer more quickly. The STB client
and the format of the multicast stream control this, however, the acquisition servers (A-Servers) modify
the stream in the headend adding, for example, random access points (RAPs) to facilitate the splicing of
the unicast and multicast streams. This unicast burst allows play-out of the decoded video program to the
display ahead of the multicast joined strean’s arrival, thus shortening the channel change time.

In both the ICC and the R-UDP cases, D-Servers are added to the network, typically located near the edge
of the network in video serving offices. Each D-Server is assigned a specific set of STBs by IP address. The
protocol messaging flows between the STB and an assigned D-server are outlined. In Figure 1, the STB
initiates the IGMP join message. At the same time, it initiates the ICC protocol messaging. A rotating
buffer holds a copy of the live stream’s last few seconds of content in the D-server. When requested, it will
send a unicast burst to the requesting STB, typically at 130 percent of the normal flow rate.
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The diagram below outlines the data flows involved for ICC operation.
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Figure 1. STP initiating the IGMP join message as well as the ICC Protocol message

R-UDP Technology

The error recovery mechanism called R-UDP uses the same D-Server and rotating buffer. The STB
client uses a special R-UDP protocol to request retransmission of specific lost Real Time Protocol (RTP),
RFC 2250, packets. In this operation, the specific RTP packet sequence numbers for lost packet events
are reported to the D-server, which then sends the requested packets to the STB where the MS client
splices the unicast packet flow from the D-Server into the multicast program flow. The buffers in the
STBs hold approximately 1 second of stream video, giving the client enough time to complete the splice
operation without impact to the play-out flow to the display.

Figure 2 outlines the data flows involved for R-UDP operation.
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Figure 2. Data flows involved in R-UDP

Of course, all of these operations have limitations. The MST'V test suite first validates proper operation using
the simple quality of service (QoS) analysis summary for key metrics. Upon meeting all of the thresholds, the
technician can easily save the results and move on. However, when necessary, it is possible to troubleshoot a
failure using in-depth analysis.

Test Analysis

Test Access

The HST-3000 supports a selectable Through mode using the HST inline with the installed xDSL SIM
interface and the Ethernet 10/100 I/F. It also supports a Monitor mode where the HST uses the base Ethernet
I/F to gain access to a data flow that requires an external hub. A small USB-powered external hub is generally
available on the market that provides this simple Ethernet access.

The HST screen in Figure 3 shows the monitor screen with two active streams present that are automatically
analyzed once a stream is up.

& Video Monitor

HOME->ETHERMNET->VIDEQ

Act. Stream |Ds: 1.2 4| HST-3000 in Monitor mode for
Stream 1: Stream Up MSTV analysis:
rtp://239.3.6.16:11235 * Through mode
+ Mirror port
Stream 2: Stream Up - External hub (USB-powered
rtp://239.3.6.26:11235 hub available on market)
Stream 3: Idle
auto://0.0.0.0:0 -

Display 4| | Results & |

HST-3000

Figure 3. HST Video Monitor screen with active streams present
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Test Analysis—Turn-up QoS

The HST-3000 provides full packet analysis of multicast streams. To view the analysis for Stream 1, press the
Right arrow NAV key to reveal the QoS screen. The QoS analysis screen includes the critical metrics, instantly
providing a view of the stream’s health. The Pass and Fail thresholds can be set or tuned to the specific network
design in the configuration menus.

PCRijitter the critical timing reference signal with typical thresholds of 40 to 50 ms.

R-UDP refers to the MSTV packet loss mechanism. Uncorrected % deals with packet loss that remains
uncorrected and, therefore, will likely impact the quality of experience (QoE). This metric replaces the
Continuity Error metric in anon-Mediaroom network.

Error Indicator as set by the encoder signifies a problem with the input or source data.

Latency refers to the IGMP join latency, which is typically the longer step in the channel change sequence in the
IGMP protocol. Leave latency indicates the elapsed time from when the message was sent to the cessation of the
stream. A zero Leave Latency indicates that no packets were received after the leave message was sent. The total
ofthe two is typically referred to as the Zap time.

For more message flow detail, see Figure 4 at the end of this document which provides a diagram of the
Mediaroom Message Flow.

If the overall QoS state reads Pass, the turn-up test is complete. The QoS of the stream is good and performance
is within established levels. Users can press the Up and Down Navigation keys to move between streams for each
screen selected.

If the overall status reads Fail, users can press the Navigation keys Right or Left to move through the detailed
analysis screens for troubleshooting. Users can press the Results soft key and then select Save Results to save
all of the detailed analysis screen data so that, as in many processes, another technician may complete the
troubleshooting process.

&SVideo 1 QoS

HOME->ETHERNET->%IDEC
Current Max Score  Hist

PCR Jitter 46ms  B0ms Fail  Fail
Uncor. RUDPD.00%  0.00% Pass Pass

Err. Ind. 0] MA  Pass Pass

Orverall: Fa I I

Latency 57Tms M,

e b s MA Fass Fass
Display 4] | Results 4]

Overall QoS State screen

Test Analysis—Troubleshooting

Packet Analysis

While many root-cause issues may be at work in any given situation, packetloss is typically the most critical area.
Users can press the Right Navigation key to get to the RTP Packet Analysis screen.
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FTF Loss curr | MWax

Distance Err. 11 11 11

Period Etrr. 4 4 4

Min Distance ZMax Period 79
FTF Lost 140
FTF QOS5 8]
FTF Errors 0

Display ‘| Results &

RTP Packet analysis

RTP packet analysis follows RFC 3357 in which a Period, when packet loss occurs (defined as the
number of RTP packets lost), and the Distance (defined as the number of properly received packets)
between loss events, enables detailed analysis for Mediaroom RTP streams. Users can analyze any
error recovery mechanism’s performance using these concepts. In the Mediaroom network, the
rotating recovery data buffer is time based, as mentioned previously. Thus, establishing thresholds for
performance limits is required for each stream rate used. The Max Period threshold is set at 14 times the
stream rate in Mbps. The Min Distance threshold is set at 3 times the Max Period. The minimum spacing
refers to having too many events that occur in a short time period. Mediaroom evaluates these conditions
and in some cases lumps a group of small loss events together in the unicast burst in the hopes that the
client can then determine which packets to keep and which to ignore.

The out-of-sequence (OOS) packet count is important, because it indicates occurrences that are only
possible deep within the network where congestion typically occurs.

These two screens show the navigation steps used to perform a detailed analysis of the R-UDP error
recovery actions that may have occurred. Selecting R-UDP under the Results key moves the user to the
R-UDP screen that provides the details of the function. If it shows any uncorrected activity, one can
conclude that errors reached the display and impacted QoE.

45 Video 1 RTP (S Video 1 RUDP

HOME->ETHERMET-=VIDED HOME->ETHERNET->IDED

FTF Loss config] Curr [ Max [ Total MSTY RUDP
Distance Err. 50 1 11 1 FUDP Curr | Awvg | Max | Total
Period Err. 5 4 4 4 Uncorrected % 2.88 090 2.88 74
Min Distance 2Maz Period 79 Corrected % 099 101 1.88 111
: Curr | Avg flin Ilax
RTPLost | RUDP Rate 0.0 23023 00 5940
RTP 005
RTF Errors 3. save Results
4 - ClearResults for Stream 1

G- Start Timed Results Sawvin
Display ll | Results l| Display 4] Results &

R-UDP navigation R-UDP analysis
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The nextanalysis screen combines the correlation between RTP packet analysis and the physical layer of the test
access point.

SVideo 1 Loss
HOME-=DEL-=VIDED
Video Erross: Distance: Period:

RTF Loss Distance Errors

RTP Period Errars

RTPF Lost
VO3S0

Fx Pac«et Errors

Fx Pac<et Drops

CRC

Display 4 | Resutts &

RTP loss correlation with test interface media layer

This example screen of RTP packet analysis using Distance and Period enables easy comparison with the VDSL
stats. Ifit indicated any RTP loss, the correlation to any CRC (cyclic redundancy check) errors would be key. With
no CRCerrors on the VDSL (very high speed digital subscriber line) interface, packetloss is coming from deeper
within the network, northbound of the DSLAM (Digital Subscriber Line Access Multiplexer). If CRC errors are
present, then the copper loop carrying the VDSL service is either partially or fully responsible for the RTP loss.
This analysis enables users to quickly accomplish root-cause sectionalization.

Stream Analysis

The Video 1 Packets screen summarizes several metrics for easy comparison. More importantly, it adds a
time-based gap analysis that provides critical insight into the rotating buffers in the D-Servers, which are
also time based.

4 Video 1 Packets

HOME-=ETHERMET-=IDED

IP Packets Rx 11029
Jitter Current 27 ms
Jitter Max 44 ms
IGMP Latency 57 ms
Current Gap Errars 14
Max Gap Errars 14
Total Gap Errars 14
Max Gap 240 ms o Well above the
threshold of 150 ms
Display ‘| | Results ll

IP Packet flow details

A gap is defined as a hole in time. Errors are based on a configurable threshold, typically 150 ms. A gap may
result from excessive jitter, a program insertion gap, or packetloss.
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The Video 1 TS Stats screen provides additional detail regarding the video MPEG-2 (Motion Picture Experts
Group 2) Transport Stream packet flow. The lower half of the screen summarizes several QoS metrics for easy
comparison with the status of the Program Specific Information (PSI) represented by the table data contained in
the flow and the presence of that data on a regular basis or repetition .

HOME-=E THERNE ->YIDED

PAT Errors 29
PWT Errors 27
PID Tirmeouts 1]
Sync Errars 1]
Errar Ind. 1]
Continuity Err 20
PCR Jitter Current™ax 46 ms/B0 ms
Dizsplay & | Resuits 4l

MPEG-2 Transport Stream packet flow details

Program Association Table (PAT) and Program Management Table (PMT) data are inserted in the packet flows
enabling the decoder to organize the multiple packet flows, video packets, and audio packets that make up the
program content for decoding and presentation. It shows errors related to conditions such as a scrambled mode
being on and PID time-outs related to the presence of the data in the stream based on a threshold setting. In a
typical non-Mediaroom network, the PSI data must be present every 500 ms; however, a range of 1.5 to 2 seconds
istypicalinan MST'V network.

Detailed analysis is provided for the data rates associated with each portion of the multimedia program stream.
The minimum (Min) and maximum (Max) data rate history is very useful, because the Min for the video level
indicates a program flow interruption which would impact QoE. The Max total shows the maximum data rate
reached during the test period which is useful when analyzing a variable bit rate (VBR) stream. It also clearly
shows any R-UDP traffic that may have occurred during the test period.

(s Video 1 Rates

HOME->ETHERMET-=VIDED

Fate [Current |[&verage| Min Ml
(Kbps)

IP Taotal 00| 31382 17696 40637
Total 00| 29961 17058 39189
ideo 00| 2628.2| 14454 35562
Audio 0.0 3309| 2204 3788
Data 0.0 370 105 51:.4]
Lnkn. 0o 00 0o 0o
RUDP 0.0 303 00| 5949

Display A | Resuits 4]

Bandwidth details

Unknown data, in this example, is typically Pad data added to a stream to keep a constant bit rate for a
CBR (constant bit rate) stream.
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The Packet Identification (PID) Map screen provides a detailed view of all of the program pieces since it
identifies each individual packet flow by the PID number. Showing more than one audio PID could indicate
more than one language, but the details are specific for each network design. The Description field adds content
info. Video 13818 is an MPEG-2 compression scheme. Other descriptions may include 14496 or H.24 which
is MPEG-4 and VC-1 which is the SMPTE name for a MSTV compression technology. Private Data may be
audio in some implementations. ECM (Entitlement Control Management) is the flow carrying DRM and
encryption data to the client in the STB.

LSVideo 1 PID Ma

HOME-=ETH=RMNET-=IDED

FID Type Desc
0 Data PATHE]|
200 Aldio AC-3 Audio
201 Audio AC-3 Audio
824 Video 132818.2 Video
5101 Cata FrT
7018 Data Iser Private
7014 Data Lser Private
8160 Data ECt Data_ The scroll bar indicates
. i that more PID data is
e | | available in this example.
PID Map

Latency Analysis

The next screen provides the details of the operations of the ICC mechanisms. Stream analysis provides a
combined multicast bandwidth (BW) and a combined ICC flow BW during the test period.

R-UDP latency: the elapsed time (in ms) from request to receipt of the first retransmitted media packet.
ICC Media Latency: the elapsed time (in ms) from the join request to receipt of the first ICC media packet.

Status Latency: the elapsed time (in ms) from the last Status Request to the last Status Response. This
communication occurs approximately every 5 seconds.

Join Latency: the elapsed time (in ms) from the join message Tx to the Rx of the acknowledgment .

LS Video Totals

HOME-=ETHERNET-=%|DEQ

Active Streams 1
Video Rates (khps) _urr =
Combined 32677 H027.9
MSTY ICC 0.0 50279
MSTY Latency [(ms) Curr | Avg | Max
RUDF Latency 24 26 27
Join Latency 0 0 0
IiZC Media Latency 0 0 0
Status Latency 0 0 0
MSTY Request Timeouts 13
Display 4] | Resuts 4]

Latency and ICC details
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Analysis Logs

The Monitor log included as a standard part of the IP Video test suite has been expanded to include a decoded
presentation of the new Mediaroom protocol messages that include:

o JoinRequest

Description SentBy

« Retry (R-UDP) Request (including the first sequence number lostand ~ Join Request Client
the hole size). Retry Request Client
B Leave Client
Note: The absence of 1 to I correspondence between loss events and “Retry Status (AKA StatorPing)  Client
Requiests”, because holes within 100 ms are typically grouped as one. Ack Burst Complete Client

L Join Response D-Server

¢ cave Burst Complete D-Server

«  Burst Complete Acknowledgment SAUBLIITES b

« Join Response (with Burst ON or OFF)
Mediaroom Messages
o BurstComplete

o Known Holein Stream (currently not implemented by Microsoft )

This example of a Monitor Log screen shows a typical sequence of entries, in this case R-UDP-related
messaging. The log shows the time stamp for each entry, the IP address of the sender followed by the destination
IP address, and the message content summary.

m\hdeo Monitor Log

HOME->ETHERNET->WIDED

GRP: 2393624 ;I
01 2 107210242 241 A5 METY
UDP REIJ(SEIJ 23495 COUNT:2

211210292 241 19 MSTY

RUDP REQ(SEQ.SS?ﬁ CDUNT.ID)

01-22-00 12:06: 19 A 10242 53 107-> 10242 241 15 METY

RUDF REQ(SEQ:ZGT02 COUNT.S)

01-22-00 12:06:19 AMA0 249 126 211-210. 242 241 19 METY

RUDF REQ(SEQ:3406 COUNT: 1)

01-22-00 12:05: 19 A 10242 53 107-= 102492 241 15 WMSTY

RUDF REQ{SEQ:ZG741 COUNT:1)

01-22-00 12:05:28 AM: 10,242 52 107-= 10242 241 15 METY

RUDP REQ(SEQ:20420 COUNT: 1)

01-22-00 12:05:28 AWM 10,249 126.211-2 10,242 241 19 MSTV

RUDF REQ(SEQ:G197 COUNT:Z) 5]
-

Display A | Resuts &

Typical sequence of entries

In the example highlighted, the STB requests that three lost packets be sent to repair a hole with the first R-TP
sequence number of the lost packets as 23496. It also shows other R-UDP messages.
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This Monitor Log screen shows details of the IGMP messaging. Users can analyze in detail Leave and Join
messages, including the join response from the D-server. The Join message includes the request to have the ICC
unicast burst occur: Burst ON.

GRP:22A32 627 "
01-22-00 120510 AM:A0. 299 126 211210 242 241 27 METW =
LEAWE RED

01-22-0012:05:10 AW 10,2492 62 107-= 10,242 241 26 METV
LEAWE RED

01-22-00 120510 AW 10290 126.211- 210 242 241 O METV
JOIN REQ (hdultic ast. Burst DNy

01-22-00 12:05:10 AM: 10292 241 .9-> 102499 126 211 METV
JOIM RESF

oaT - A2 53107210242 291 21 MSTW
JOIM REQ (Multicast,Burst ON

24121310242 53 107 MSTV

JOIM REEF
T 11 Ak GhPYE TO_IM SRC: 10248 126 211

Display Results ll

Monitor Log details

The Monitor Log screen shows details of the IGMP Group Query protocol. All STBs respond to confirm that
they want to remain in a particular group, meaning it will provide access to that program material at the STB.
If the D-Server does not get its required response, the program flow is terminated for the IP address of that
particular STB.

The Error Log includes only entries defined as events related to the test suite and not protocol errors. It logs all
threshold crossings from Pass to Fail or Fail to Pass along with the elapsed time in the failed state.

& Video Error Log

HOME->ETHERNET->IDED

Curation: 1= ﬂ
01-22-00 12:05:22 AM:Stream Gulitter 11 msFAIR->FOOR
Curation: 0=

_%Zyﬂ‘ e P a2 futal) aR
< 1-22-00 12:06:26 AM:Stream G:Losz 2.22% GO00D-=FO0
2200 120535 AM:Stream §:Loss 0.0% POOR-=GO

Curation: 5=

01-22-00 12:05:26 AM:Stream 5:Loss 0.0% POOR-= G000
Curation: 8=

01-22-0012:05:44 AW Stream S:)iter POOR->EMND Duration:

o4

01-22-00 12:06:34 Abd:Stream 5:[239.3.6.14]: 11235 Closed
01-22-00 12:05:94 AM:Stream G:litter POOR->END Duration: J
22s

01-22-00 12:05:44 AM:Stream 5:[239.2.6.24]: 11225 Closed

Display 4| Results & |

Error Log details
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Thresholds

Various thresholds must be configured to conduct the MSTV analysis. However, a specific threshold must be
tuned to a given network. The thresholds listed in the MSTV column in Table 1 indicate JDSU default settings
and serve as a starting point for refinement. The column for “multicast” thresholds below apply to testing in
a Mediaroom network in a terminate mode where the test set is joining a multicast stream. In this terminate

mode the unicast flow analysis is not possible, but stream analysis does provide network performance detail.

Metric MSTV Multicast

1CC Latency 40 ms NA

R-UDP Latency 500 ms NA

Status Latency 40 ms NA

PID Timeout 1000 ms 1000 ms

PAT/PMT Error 1500 — 2000 ms (Adjust to A-Server settings) 1500 — 2000 ms in an MSTV network; 500 ms in
Standard networks

Gap Error 150 ms (Adjust to D-Server settings) 150 ms (Adjust to D-Server settings), NA for
Standard networks

Max Period 14 x M of Max stream rate Same if in an MSTV network. Set Threshold to match
any FEC settings if not an MSTV network; if none, set to 5

Min Distance 14 x M x 3 (Adjust to D-Server settings) Same if in an MSTV network. Set Threshold to match any
FEC settings if not in an MSTV; if none, set to 50

PCR Jitter 50 ms, 100 ms Fail (Adjust to network design) Same if in MSTV, 100 ms Pass; 120 ms Fail if another

IGMP latency (Join latency)

Loss (Un-corrected R-UDP

in MSTV; Continuity Error in non-MSTV)
Error Indicator

Table 1. Metrics and Thresholds

40 ms, 50 ms Fail

0.01% pass, 0.01% Fail

(After R-UDP tried to fix packet loss)
1

network, or tune to network
Same if in MSTV; 500 ms if not
0.01% Pass, 0.2% Fail

Note: The minimum distance threshold setting in the MSTV column is one that may significantly change, because

R-UDP operations sometimes group several small error events together.
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Message Flows

Figure 4 outlines the message flows between the Mediaroom client in the STB and the D-Server which is
helpful in analyzing the Monitor Log data.

ICC Notes

Join Request Tune to D-server for the service using address and portin the map.

A

Join Response

| Session ID and starting sequence number per SSRC.

UnicastA /V stream as RTP packet at E over the nominal bitrate

= L L L X X J ....................’
Burst Complete Signal Sends the Burst Complete message when it has sent all of
»| the data ithas buffered for the clientand is now caught
up to “live”.

Acknowledge Burst Complete

A

Acknowledge the burst complete and disable the unicast.
Status

Status Heartbeat Status sentevery 5 s, Server will timeout session if no stat
received in 11 s, Client will failover if no ack received in 1 s.
Clientcan optionally change data bite rate.

A

Status Acknowledgment

Status Ack message to client.

RU DP Note: SSRC = Synchronization Identifier
Retry Request

Retry Request consists of a list: SSRC, hole size, and start
sequence number.

A

Unicast Retry Packets
pecccccs ceccccccccccccsccccedB| Sopverthrottles based on outgoing retry bitrate.

ICC

Leave

Detune Session: Signals that the session should be
terminated ASAP.

A

Error . . - .
Notify the client of errors in client requests, service, or

session changes.

Y

Figure 4. Message flows between the Mediaroom client and the STB

Summary

In summary, the MSTV option adds to the existing IP Video option to provide analysis of the special
Mediaroom unicast flows and associated messaging. While all of this is very complex, turn-up is simple. The
QoS screen tells the story: if Pass then all is well; if Fail, in--depth trouble analysis is supported. The detailed
troubleshooting requires more knowledge, but root-cause analysis is possible with the one tool as necessary.
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