


Highlights on FC/FCoE Load Tester

Construct a complete frame
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The top feature in this release is that user is now able to configure any custom frame (FC or Ethernet)
and blast it at user defined bandwidth or transmit one by one manually. The GUI provides frame template
to facilitate the frame construction. Figure 1 shows an example of configuring an ICMP Echo frame.

Tx Rx

Name: ICMP 10.1.1.1 Ping 10.1.1.2 -no VLAN

Index Hex

DLC 000000 00 00
DLC 000001 |00 00 00 00
DLC 000002 |00 00 00 00
DLC 000003 |00 00 08 00
IP 0000000145 10 00 2C
IP 0000001 |4D B1 40 00
IP 0000002 |40 01 D& FB
IP 0000003 |0A 01 01 01
IP 0000004 |OA 01 01 02
ICMP 00000 |08 00 Fé D&
Pld 000000 |41 54 15 31
Pld 000001 |61 €2 €3 &4
Pld 000002 |65 €& €7 €8
:] Pld 000003 |69 €A €B &C
[ Pld 000004 |€D €E &F 70
Pld 000005 |71 72 73 74
Pld 00000&€ |75 7€ 77 €1
Pld 000007 |62 €3 €4 €5
Pld 000008 |66 €7 €8 €9

&

m

(=}~ Data Link Control (DLC)

- Destination = 00:00:00:00:00:00
- Source = 00:00:00:00:00:00
EtherType = 0x0800 IP

- Internet Protocol (IP)

. @-Version = 0x4 IP
‘HL = §
[+- Type Of Service =
--Total Length = 60
- |dentification = 0x4DB1
#-DF = 0x1 Yes
#-MF = 0x0 No
-FragmentOffset = 0
~Time To Live = 64

0x10

[+ IP Protocol = 0x01 ICMP
-Header Checksum = O0xD6FB (Correct)
-Source Address = 10.1.1.1

Destination Address = 10.1.1.2
(=~ Internet Control Message Protocol (ICMP)

[+-Type = 0x08 Echo

- Code = 0x00

- Checksum = O0xF6D6 (Correct)
- Payload

Figure 1. Frame template for constructing custom frames
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FC Ports Confi 10G Ports Conf
O-0as= AT

Profile Parameters

Link Service Flow Control

Topology | Ports Selection Stream Preview

Tags Manager | Traffic Pattern Edior | Triggers | Failover

Label default
Protocol | FC/FCoE (SAN) v | Topology | Fully Meshed Exclude Self
Load Characteristics E] Frame Characteristics [3 Stream\E xchange Characteristics B Error Injection
Desired throughput 10.000 || % v Header Exchange Characteristics [] FC/FCoE CRC
(% relative to theorelical max. throughpu) Enable frame header customization ExchangeLencth N - [] Ethemet CRC
® Continuous IFR_Header fiame (FC). 24+0 bytes e [] FC/FCoE SOF
S Virtual Addresses .
O Burst User-defined (FCoE), 56+0 bytes Requested per Port B (ec)  NORMAL - no SOF errors injected.
Burst Throughput Frame Customization
Burst Length FC | FCoE
Burst Time 2529 ps v Index Hex — ™ ¥
— ®
Idie Time s ] User Libra S0F 000000 | SFTFEE -
L 23.046 K i B .ISZ:.I ILi:)l::ly FCH 000000 |00 XX XX XX : ECI'; SXIG FEStnes
Intra-Burst Frame Time | 2.529 us - FCH 000001 [00 XX XX XX v
I A Fibre Channel Frame FCH 000002 |00 00 00 00 # CS_CTL = O0x00
Intra-Burst Idle Time | 23.046 us I Brocade XISL frame FCH 000003 [00 00 00 00 ® S_d
I Enc_Header frame FCH 000004 [XX XX 00 00 # Type = O0x00 Basic Link Service
I IFR_Header frame FCH 000005 [XX XX XX XX # F_Cll = 0x000000
I VSAN frame SEQ_ld = 0x00
# DF_Ctl = Ox00
SEQ_Cnt = 0x0000
OX_ld
RX_ld = 0x0000
PARA
vil
Content size: P
(bytes) 28 % | (0 payload bytes)
Switched to strict header mode. Use strict header only
Stream-specific content Import/export custom header
Stieam-specific fields in the frame The customized frame header could be

BEEEiE R gﬁﬁggﬁv’ﬁqﬂ’; i’;‘g’;aa"d saved as an APl-reusable text file.

Select stream 8| associated with a physical port is (Stream-specific content not included)
selected. Port selection must be [ 3 fie. ] [I from fi ]
applied before using this feature. #port to file... mpoit from file..

| I | [ Apply I [ Cancel ]

Figure 2. Customize extended headers

Some notes on the frame template used in Load Tester.

1. Different from Analyzer frame template, Load Tester frame template has all the field values
defined including Source/Destination fields and the frame size. Please note that the frame
template in TraceControl for setting up trigger does not specify the frame size and only defines
the values for a small subset of key fields, leaving the rest as XX.

2. After filling out the necessary fields with the assistance of frame template, Load Tester will
automatically calculate Ethernet CRC, FCoE CRC, FC CRC, IP Checksum and TCP Checksum
whenever applies to guarantee valid frame structure.

3. User is also allowed to define any extended headers that may not be available in the template
library (i.e., multiple VLAN tags, etc.)

4. User has the options to transmit the created frames. If the frame is to be transmitted from data
engine, user can define the bandwidth and mode of blasting to transmit the frame. If it is to be
transmitted from login engine, the behavior is similar to Generator. Load Tester sends out only
one frame at a time. Once the created frame is out of login engine, user can define another frame
for next transmission.

5. Load Tester only transmits stateless frames. Therefore we limited the frame template to those are
meaningful for generation from Load Tester.
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In previous release, we added the capability to capture all the control frames on the wire at the receiving
port. In this release we further enhanced the capture engine to capture all the frames on wire including
both control frames and data frames. The capture buffer size for each Load Tester port is 256MB.

Data Frame Capture

FCF emulation and ELP encapsulation

Load Tester now can emulate two types of switch port behaviors
- FCF emulation - Load Tester is able to connect to E_Node/N_Port and negotiate DCBX
parameters as master mode, FIP and FCoE login and link services for maintaining the link after
login
ELP Encapsulation — Exchange ELP with another switch to negotiate and instantiate VE_Port to
VE_Port virtual link and maintain the link after login. The single frame Tx/Rx feature can be used
to exchange further custom frames with the peer VE_Port.

BBC recovery test

Load Tester now can support Buffer to Buffer Credit (BBC) recovery test. Load Tester port negotiates
BB_SC_N, the key parameter for BBC recovery process, during Fabric Login.. During the test, Load
Tester port is able to create following critical scenarios to verify DUT’s BBC recovery implementation:

a) lIssue BB_SCs and BB_SCr with F intervals. F is negotiated during Fabric Login

b) Transmit F-1 frames between each BB_SCs

¢) Transmit F-1 R_RDY between each BB_SCr

BBC recovery test configurations are available at port configuration tab. Use Load Tester capture buffer
to examine link reset (LR, LRR) process.

Link Service || FCPorts ion | 10G Ports C i Flow Control | Tags Manager | Traffic Pattem Editor | Triggers | Failover
E] hcs ® FE Link Service v
Fibre Channel Ports Alias B 0X_ID B
Portld ¥ Portalias ¥ Current State ¥ Desired State ¥ LEDs Y Port Pair Speed ¥ FCS_ID [] Mode Multi-frame Exchange Incrementing v

MNXG (1.2.1) Offiine Offiine Loss of signal 8 Gbps
MNXG (1,2,2) Offline Offline Loss of signal 8 Gbps E] unique 0X_ID. This mode is the only option for out of

All frames in each exchange are assigned the same

[J Speed 8.5000 Gbps v sequence and dropped frames tests.

[J Scramble YES v
[] \die Primitive | ARBFF v
Changing the speed of a port automatically sets the speed,

the scrambling mode and the Idle primitive per the FC
specification for both ports of a port-pair.

BB_Credit Recovery B
Vitual Ports © | D enable  [Disabled v
O nev 0 2

Not including physical S_ID
Inter-Frame Gap =)
[ Minimum IFG | 6 s

The minimum IFG is the guaranteed minimum number of
idles between successive frames

Login Parameter =
[ Buifer to Buffer Credit | 32 =
[ Max RX Payload Size | 2112 &

Figure 3. Buffer to Buffer Recovery (BBC) test is available from ‘FC Ports Configuration” tab

Name Server Control Enhancements

In Maestro 6.3 we have completely renovated Load Tester's Name Server Control. In previous versions,
the login process was defined internally, and the user could not control which Name Server Requests
were transmitted. The new feature allows the user to specify which Name Server Registrations will be
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sent during Fabric Login, and which Name Server Queries will be sent during N_Port Login. The Name
Server Requests available are defined in the FC-GS-7 Fibre Channel Standard.

ey
[] GID_FPN
GPPN_ID
[] GID_FF =
[J GiD_bP
[] RPN_ID
[C] RNN_ID
[JRCS_ID
RFT_ID =
[J RSPN_ID
] RPT_ID

] RIPP_ID

[] RFPN_ID -
—S lect All

] RHAID et ©

[ rRFO_ID o | | Deselectal

[ WY TN —

Automatic Name Server Query =

With this feature enabled, the port performs automatic name
server queries and discoveries with the selected parameters
during login process.

Parameters | GID_PT, RFT_ID (2)

Figure 4. Name Server Query list

In addition, the NPort Login procedure has been modified to query all N_Port IDs present in the Fabric
zone with Port Login to determine the available Load Tester ports. This allows Load Tester to function
properly within Fibre Channel Routing topologies.

Other Load Tester enhancements delivered in Maestro 6.3
BBC configuration from 0 to 32767
Allow to setup default traffic class for FCoE traffic
Display available VLAN range assisting VLAN configuration
Allow to add multiple VLAN tags in the frame construction
Re-enable the pause frame capability on the even ports for the 8-port blade through API
configuration only The GUI will be updated in the following release
Allow frames to be copied from Analyzer capture into Custom Frame Editor
Invalid SOF/EQF errors feature enhancements. Allow the delimiters to be replaced with other
SOF/EOF types. This feature is only available on 16G blade
Allow to save configurations as spreadsheet




Critical bug fixes

1807 — 16G FC hitfile sends more frames than credit count allows (Cisco)

1820 — Login failures when using multiple ENodes (Cisco)

1823 — HW: Ethernet CRC error detection is about half of what it should be for small frames (Broadcom)
1825 — HW: Pause frame generation with FCoE data frames (payload 96 bytes or less) cause data and
pause frame counters to become inaccurate (Broadcom)

Reference: Hardware Based Feature Availability Map

#$
# % &' ()& ()&




Highlights on SAS/SATA Generator

1) Added topology view

A new tab, SAS Topology is added into the GUIs to show the SAS zoning topology of connected
expanders and drives.

The new GUI has the following capabilities:
Allow user to modify the targets' zoning properties such as enable/disable zoning, set a zone
group and modify the zone permission table
Allow user to commit changes made on the targets’ zoning properties via a "commit" button.
Changes made on the targets’ zoning properties will take effect only when this button is clicked.

Topology Options Bar

Topology View Pane

Topology Status Bar

/

Figure 5.Screenshot of SAS Topology GUI

Functional Bar

Button Functionality

Discover Topology This function discovers the Sas Zoning topology. It must be executed
before other functions are accessible.

Zone Permission Table This function pops up the Zone Permission Table GUI.

Reset This function resets the group of each device to group 1, which has all
access to other groups.

Commit This function commits all changes to expanders.

Status Bar:

The Status Bar displays useful and read-only information to users. Number of expander and number of
device will be shown.

Device View:

The Device View has two modes:
Device Mode:




When users check Show Expanders box, device view will enter Device Mode. In this mode, SAS
topology is displayed in the form of tree hierarchy. This mode is editable. Users are able to change
properties of expanders and drives, such as enable/disable zoning, zoning group. Then click commit
to apply changes.

Figure 6. View style options

Drive only Mode:
When users only check Show Drives box, device view will enter Drive only Mode. This mode is read-
only. The main objective of this mode is to report the state of function call on individual drive.
Information shown in drive mode can help user locate the source of error.

Figure 7. Device View

Zone Permission Table:

Figure 8. Zone permission table dialog



The Zone Permission Table is either a 128 by 128 or a 256 by 256 grid with check box in each cell. The
NUMBER OF ZONE GROUPS field returned by REPORT GENERAL Function indicates the number of
zone groups (e.g., the number of entries in the zone group permission table) supported by the expander
device and is defined in table 256(refer to specification Information technology - Serial Attached SCSI - 2
(SAS-2), Revision 16, 18 April 2009, Section 10.4.3.4 REPORT GENERAL function). In the grid, each
column represents a source group and each row represents a destination group. Because as per the
specification (refer to 4.9.3.2 Zone groups), group 0 and 1 are not configurable and group 4-7 is reserved,
corresponding columns and rows should be disabled.

2) Bug fixes
- 311 - Only 16 out of 64 bytes of CDB updated (Seagate)

648 - Generator API needs to support functions to disable allocation/parameter length
check (Seagate)
710 - Generator issues error messages when operating in macro mode (Toshiba)
711 - Generator will not connect to SATA drive right away (Hitachi)
744 - False read operation time out (Seagate)
754 - Error in LOS injection (Seagate)

Highlights on Jammer

1) Bug fixes
- 2416 - FC Jammer allows to pass-through Loss-Of-Signal at the case when invalid data is
detected (EMC)
2478 - Jammer not buffering data fast enough at 3Gbps/CRC errors when jammer is in line. The
real fix for this was preventing data corruption that would cause CRC error in specific case and
we need customer’s verification since | can't reproduce here.



